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Managing Subscriptions and Resources

AZ100TO1 - Version: 1

1 days Course

Description:

This course teaches IT Professionals how to manage their Azure subscriptions, including
access, policies, and compliance, as well as how to track and estimate service usage and
related costs. Students also learn how cloud resources are managed in Azure through user
and group accounts. Students learn how to grant appropriate access to Azure AD users,
groups, and services through Role-based access control (RBAC). Students also discover the
core monitoring tools and capabilities provided by Azure, including Azure Alerts and Activity
Log. Students are then introduced to Log Analytics as a broad data analytics solution, and use
this service to query and analyze operational data. Students then learn about the Azure
Resource Manager deployment model, and how to work with resources, resource groups and
ARM templates.

Because this course is the first course in the series for the Azure Administrator exams, there
is a considerable amount of foundational content that is covered here in order to prepare
students for the remaining courses in the curriculum. So students are provided with a lesson
that covers tips and tricks for working in the Azure portal, as well as an introduction to key
tools used in the Azure environment, such as the Cloud Shell and Resource Explorer.
Emphasis is laid on PowerShell and the command line interface (CLI) as important skills to

acquire not only in preparation for the exam but for the job role itself.

Intended audience:

This course is for Azure Administrators. Azure Administrators manage the cloud services that

span storage, networking, and compute cloud capabilities, with a deep understanding of each
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service across the full IT lifecycle. They take end-user requests for new cloud applications and

make recommendations on services to use for optimal performance and scale, as well as
provision, size, monitor and adjust as appropriate. This role requires communicating and
coordinating with vendors. Azure Administrators use the Azure Portal and as they become
more proficient they use PowerShell and the Command Line Interface.

Prerequisites:

Successful Cloud Administrators start this role with experience on operating systems,

virtualization, cloud infrastructure, storage structures, and networking.

Objectives:

Manage Azure subscriptions and billing, and implement Azure policies.

Implement access management with Azure users, groups, and role-based access control.
Use Azure Monitor to configure Azure alerts and review the Azure Activity Log.

Query and analyze Log Analytics data.

Deploy resources with ARM templates and organize Azure resources.

Optimize your use of Azure tools like the Azure portal, Azure PowerShell, Cloud Shell and the
Azure CLI.

Topics:

Module 01 - Managing Azure Subscriptions
e Overview of Azure Subscriptions

¢ Billing
e Azure Policy

Module 02 - Access Management for Cloud Resources
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e Azure Users and Groups

e Role-based Access Control

Module 03 - Monitoring and Diagnostics
¢ Exploring Monitoring Capabilities in Azure

e Azure Alerts
e Azure Activity Log

Module 04 - Log Analytics

e Introduction to Log Analytics
e Querying and Analyzing Log Analytics Data

Module 05 - Azure Resource Manager

e ARM templates

e Resource Groups

Module 06 - Azure Tips, Tricks, and Tools

e Azure Portal

e Azure Tools and Environment



